G.   SECURITY AND DISCLOSURE CERTIFICATION AND AGREEMENT

County of Santa Cruz

Security and Disclosure Certification 

and Agreement

The County of Santa Cruz (herein after referred to as the County) collects, stores and disseminates confidential and sensitive information from the public, other governmental agencies and the criminal justice community to administer the various programs for which it has responsibility.  Federal and California law and regulations restrict access to make confidential certain information maintained in the County’s databases and files.

The County is committed to the protection of its information and systems from unauthorized access, use, or disclosure. The following sets out contractor responsibilities for handling, protecting or disseminating information maintained in the County’s databases and files:

1. Contractor is defined as any person, vendor, organization (public or private), permanent or designated employee of any such entity who works directly or indirectly for such person, vendor, or organization, to perform work on any County network, system, or application whether in a conceptual, pilot, or operational form.

2. Contractor agrees that they may access information only when authorized by the contracting County department and such access should be included in the scope of work.  This authorization will be confirmed in writing to the Contractor from the Information Services Department (ISD).  

In the case of protected health information governed by the Health Insurance Portability and Accountability Act of 1996 (HIPAA) or other applicable State and Federal law, authorization to access, maintain, use or disclose such information must also be authorized by the applicable covered entity within the County of Santa Cruz only as “minimally necessary” to conduct health care treatment, payment or operations, and only in a manner consistent with HIPAA requirements and all other State and Federal law and the covered entity’s Notice of Privacy Practice.  Additionally, a “Business Associate Agreement” detailing additional Contractor responsibilities may be required.  Maximum penalties for violation of HIPAA can include fines of up to $250,000 and imprisonment of up to 10 years. 

Contractor may not access or use information from the County’s networks, systems, or applications, or from any other database accessible through the County’s network or systems, for any unauthorized purpose.

3. Contractor agrees that they may disclose information from the County’s files or databases only when authorized by the contracting County department, and only to individuals who have been authorized to receive it.  This authorization will be confirmed in writing to the Contractor from the Information Services Department.  Contractor shall not divulge or make use of confidential or proprietary information, data, or records of the County for any unauthorized purpose. Such use is a violation subject to civil or criminal action.

In the case of protected health information governed by the Health Insurance Portability and Accountability Act of 1996 (HIPAA) or other applicable State and Federal law, authorization to access, maintain, use or disclose such information must also be authorized by the applicable covered entity within the County of Santa Cruz only as “minimally necessary” to conduct health care treatment, payment or operations, and only in a manner consistent with HIPAA requirements and all other State and Federal law and the covered entity’s Notice of Privacy Practice.  Additionally, a “Business Associate Agreement” detailing additional Contractor responsibilities may be required.  Maximum penalties for violation of HIPAA can include fines of up to $250,000 and imprisonment of up to 10 years. 

4. Contractor may not deliberately enter false or incomplete data or delete existing data on any of the County’s databases or files. Contractor may not deliberately take any unauthorized action that would adversely affect the performance or security of any County system or cause the interruption of electronic data processing services, or the destruction or alteration of any County network, system, application.

5. As a precaution against misuse, destruction, or unauthorized disclosure of information, Contractor will not remove any work related materials from the work site without prior written authorization to do so. Work in progress is to be stored and maintained in areas designated for such storage and maintenance.

6. Contractor must take precautions to protect County resources from unauthorized access.  Precautions include, but are not limited to, the following:

a. Ensuring that his/her terminal/workstation is inaccessible when unattended.

b. No unauthorized disclosure of any County system access capability or technology.

c. Storage of internal program documentation in a secure place.

d. Prompt reporting of any and all suspicious circumstances or unauthorized individuals observed in the work area to the County.

7. Contractor will notify the County immediately following discovery of any breach of the security of the County’s data or systems and if information or access was, or is reasonably believed to have been, acquired by an unauthorized person.

8. Upon conclusion of the authorized work interval, all designated equipment, software, information, materials, or proprietary/intellectual property shall be returned to the County or destroyed within 2 working days as instructed by an ISD manager and with proof of destruction furnished.

I have read and understand, and received a copy of this signed certification. I understand that failure to comply with these policies may constitute grounds for adverse action, including contract termination and/or administrative, civil, or criminal action in accordance with applicable statutes.
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