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County of Santa Cruz 0 0 9 1  

DISTRICT A T T O R ~ S  OFFICE 
701 OCEAN STREET, ROOM 200, P.O. BOX 1159, SANTA CRUZ, CA 95060 

(831) 454-2400 FAX: (831) 454-2227 E-MAIl:  datOl5@co.santa-cruz.ca.us 

KATHRYN CANLIS 
DISTRICT ATTORNEY 

November 13, 2001 Agenda: November 20, 2001 

Members of the Board of Supervisors 
Government Center 
701 Ocean Street, Room 500 
Santa Cruz, CA 95060 

RE: FISCAL YEARS 2001 AND 2002 VICTIM -W,lTNESS ASSISTANCE 
CENTERNICTIM COMPENSATION AND GOVERNMENT CLAIMS BOARD 
FUNERAUBURIAL AND DOMESTIC VIOLENCE FUND AGREEMENT FOR 
EMERGENCY AWARDS 

Dear Members of the Board: 

We are currently in the process of completing an agreement with the Victim Compensation 
and Government Claims Board (VCGCB) through fiscal year 2001-2002 for our Victim 
Witness Assistance Center’s FuneraVBurial and Domestic Violence Relocation Fund. 
Government Code Sections 13961.1, 13961.2, and 13962(d) require that we pay verified 
claims for funeralhurial and domestic violence relocation expenses for victims of violent 
crimes. This agreement will provide a total revolving fund balance of $40,000 specifically 
earmarked for these purposes when a provider of funeral burial services is unwilling to wait 
for reimbursement through the normal claims process, and to pay verified domestic 
violence relocation expenses emergency awards. A copy of our renewal and extended 
agreements will be placed on file with the Clerk of the Board for your review. 

The Auditor-Controller’s office has recommended the use of a qeparate bank account for 
the purpose of paying these claims out of the appropriate index in the District Attorney’s 
budget. The District Attorney will work with the Auditor-Con[roller’s office to establish 
written procedures for the account, and the account will be audited annually by the 
Auditor-Controller’s office. 
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November 13, 2001 

It is therefore RECOMMENDED that your Board: 

0 0 9 2  

1. Adopt a resolution accepting and appropriating unanticipated revenue in the 
amount of $40,000 from the State Victim Compensation and Government Claims 
Board agreement; and, 

2. Adopt a resolution authorizing the District Attorney to execute the Victim 
Compensation and Government Claims Board agreement for funding the payment 
of victims’ claims for funeral/burial and domestic violence relocation expenses 
emergency awards for fiscal years ending 2001 and 2002 pursuant to Government 
Code Sections 13961.1, 13961.2, and 13962(d), and to work with the Auditor 
Controller’s office to establish a special account for claims under this program. 

Sincerely, 

DISTRICT ATTORNEY 
COUNTY OF SANTA CRUZ 

jmr 

R 

SUSAN A. MAURIELLO 
County Administrative Officer 

Attachments 



BEFORE THE BOARD OF SUPERVISORS 
OF THE COUNTY OF SANTA CRUZ, STATE OF CALIFORNIA 

Resolution No. 

On the motion of Supervisor 
duly seconded by Supervisor 
the following resolution is adopted: 

RESOLUTION ACCEPTING UNANTICIPATED REVENUE 

Whereas, the County of Santa Cruz is a recipient of funds from t h e  California State Board 
o f  C o n t r o l  for 

Vic t im/ \d i tness  Expenses Em.erge!lcy Award 
program; and 

WHEREAS, the County is recipient of funds in the amount of $ 
40 ,000 .00  which are 

I either in excess of those anticipated or are not specifically set forth in the current fiscal year 
budget of the County; and 

WHEREAS, pursuant to Government Code Section 29130( c ) / 29064( b ), such funds may be 
made available for specific appropriation by four-fifths vote of the Board of Supervisors; 

NOW, THEREFORE, BE IT RESOLVED AND ORDERED that the Santa Cruz County 
Auditor-Controller accept funds in the amount of $ into 40,093 .00  

Department District At to rney  

Revenue 
TIC Index Number Subobiect N u m b e L  Account Name Amount 

271400 0889 S t  V i c t i m  Compensation- $ 4 o , 0 ~ ~ ~ ~ ~  
Program 

and that such funds be and are hereby appropriated as follows: 

Expenditure 
TIC Index Number Subobiect Number PRJ/UCD Account Name Amount 

27 1400 3975 Vic. Compe-kation Govt $ 4 c ~ m  00 
C l a i m s  Board Sp Misc Exp .- Serv 

DEPARTMENT HEAD I hereby certify that the fiscal provisions have been researched and 
will be) recieved within the current fiscal year. 

Date -//-/y-@/ 
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COUNTY ADMINISTRATIVE OFFICER I I Recommended to Board 

I I Not recommended to Board 

PASSED AND ADOPTED by the Board of Supervisors of the County of Santa Cruz, State of 
California, this day of 9 19 by the following 
vote (requires four-fifths vote for approval ): 

AYES: SUPERVISORS 

NOES: SUPERVISORS 

ABSENT: SUPERVISORS 

Chairperson of the Board 

ATTEST: 

Clerk of the Board 

=& 277l4b=-Ox87 
APPROVED AS TO FORM: APPROVED AS TO ACCOUNTING DETAIL: 

o M m @  T9-a-A l[-l+=4 
nsel 1 2 / t 4  [VT Auditor-Controller (I 

Distribution: 
Auditor-Controller 
County Counsel 
County Administrative Officer 
Originating Department 

AUD60 (REV 12/97) 

Page 2 of 2 



BEFORE THE BOARD OF SUPERVISORS 
OF THE COUNTY OF SANTA CRUZ, STATE OF CALIFORNIA 0095  

RESOLUTION NO. 
On the motion of Supervisor 
duly seconded by Supervisor 
the following resolution is adopted 

WHEREAS, the Santa Cruz County Board of Supervisors has designated the District 
Attorney's Victim/Witness Assistance Center as the provider of major and comprehensive 
victim and witness services in Santa Cruz County; and 

WHEREAS, the Victim Compensation and Government Claims Board has selected the 
Santa Cruz County Victim/Witness Assistance Center to receive monies for the purpose of 
processing victims' claims for funeral/burial and domestic violence relocation expenses 
pursuant to Government Code Sections 13961.1, 13961.2 and 13962 (dl; 

WHEREAS, the Victim Compensation and Government Claims Board has allocated $40,000 
for fiscal years ending 2001 and 2002 for the Santa Cruz County Victim/Witness 
Assistance Center for this specific task; 

NOW, THEREFORE, THE BOARD OF SUPERVISORS RESOLVES AND ORDERS that the District 
Attorney of the County of Santa Cruz is authorized, on its behalf, to sign and submit 
an agreement to the Victim Comgefisation and Government Claims Board to receive monies 
to process victims' claims for funeral/burial and drnnestic violence relocation expenses, 
and is further authorized to sign for the purposes of making any extensions or 
amendments thereof. 

IT IS AGREED that any liability arising from the Center's operations or services 
rendered pursuant to this contract, including civil court actions for damages shall be 
the responsibility of the grantee and the authorizing agency, except that the State 
Board of Control shall be responsible for any and all damages arising from or connected 
with its acts or omissions under the contract. 

PASSED AND ADOPTED by the Board of Supervisors of the County of Santa Cruz, State 
of California, this day of 2001, by the following vote: 

VOTE : 
AYES : 
NOES : 
ABSENT : 
ABSTAIN : 

ATTEST : 
Clerk of Said Board 

APPROVED AS TO FORM: 

Assistant County Counsel 11. IG-0) 

DISTRIBUTION: District Attorney 
County Counsel 
Auditor, CAO 

TONY CAMPOS 
CHAIRPERSON OF THE BOARD 



' 'AX  provided for under Section 5 of  ;he original agreement, t h e  term of !his c g r t e r n m i  shall be e:ctend& 
icr additional year through June 30, 2002." 

411 ot l t r  terms end conditions rancin unchanged, and in iull force.and e+fieci. 

KELLY J .  3 i ? 0 0 l E  



STA-I :- !IF C:UIFORNIA 
APPROVED BY THE AM. NO CONTRACT NO 

s7 ANDARD AGREEMENT - A - I T O ~ ~ ~ ~  GENERAL BOC-0101 
STD. 2 (REV.5431 TAXPAYERS FEDERAL EMPLOYER IDENTIFICATION NO 

THIS AGREEMENT, made and entered into this 1 day of July 2000 , 
in the Stat? of California, by and between State of California, through its duly elected or appointed, qualified and acting 

TtTLE OF OFFICER ACTING FOR STATE AGENCY 0 0 9 7  

.- 

EXECU-NE OFFICER STATE BOARD OF CONTROL 
, hereinafter called the State. and 

.hereinaRer called the Contractor, 
C0NTRAC:TOR'S NAME 

COUN--Y OF SANTA CRUZ 

WITNESSETH: That the Contractor for and in consideration of the covenants, conditions, agreements, and stipulations of the State herein expressed, does hereby 
agree to f,trnish to the State services and materials as follows: (Set forth service to be rendered by Contractor, amounf to be paid Contracfor, item for performance 
or comple'ion, and attach plans and specifications, if any). 

1. This agreement is entered into by the State Board of Control, an agent of the State of California, referred to as the 
BOARD, and the County of Santa Cruz, referred to as the COUNTY, under the authority of Government Code 
Sec.tions 13961.1, 13961 2 ,  and 13962(d). The purpose of this agreement is to establish a process by which the 
CO JNTY may pay verified funeraVburial expenses pending approval by the Board when a provider of 
funzrallburial services is unwilling to wait for reimbursetxent through the normal claims payment process, and pay 
ver fied domestic violence relocation expenses emerqency awards. 

The: following exhibits, attached hereto, are incorporated into this agreement: 

Exhibit A - Non-Discrimination Clause 
Exhibit B - Drug-Free Workplace Certification 
Exlibit C - Internal Revenue Code Section 6041 
Exhibit D - State Administrative Manual Section 8422.19 
Ex!ibit E - 1999 Information Security Pamphlet 

- 

- CONTINU'D ON SHEETS, EACH BEARING THE NAME OF CONTRACTOR AND CONTRACT NUMBER. 

The prov sions on the reverse side hereof constitute a part of this agreement. 
IN WITNESS WHEREOF, this agreement has been executed by the parties herein, upon the date first above written. 

STATE OF CALIFORNIA 
CONTRACTOR (ff other than individual, state whether a corporation, partnership, etc). AGENCY 

CONTRACTOR 

STATE BOARD OF CONTROL COUNTY OF SANTA CRUZ 

~ O R I Z E D  SIGNATURE) 

PRINTED NAME OF PERSON SIGNING P p h k E D  NAME &T.rb TITLE OF PERSON SIGNING 

KELLY J .  BRODIE 
v 

Kathryn Canlis, District Attorney 
TITLE ADDRESS 

EXEClJTlVE OFFICER 701 Ocean St., Room 200-C, Santa Cruz, CA 96001 

AMOUNT F NCUMBERED BY 

Use Only Restitution Payments of Claims WCUMEbT 
THIS 

Deparlmenl of General Services FUND TITLE PROGRAMCATEGORY (CODE AND TITLE) 

I 

$ 40,COO (OPTIONAL USE) 

- 1 .  PRIOR FOR THIS AM3UNT ZONTRACT ENCUMBERED STATUTE CHAPTER ITEM 

$ 
FISCAL YEAR 

8700-551-0214 00101 2000 50 
~ 

TOTAL Ah. OUNT ENCUMBERED 
TO DATE OBJECT OF EXPENDITURE (CODE AND TITLE) 

$ 40,C.OO 0070-616.04-17010 

I hereby &rlify upon my own personal knowledge that budgeted funds 
are avail: ble lor the period and purpose of the expenditure stated above 

6 R. NO T 6 A N O  

DATE SIGNATU?E OF ACCOUNTING OFFICER 

0 CONTWCTOR 0 STATE AGENCY 0 DEPT. OF GEN SVCS 0 CONTROLLER 0 
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STATE 0.' CALIFORNIA 

STANCARD AGREEMENT 
STD. P(REV. 5 9 1 )  (REVERSE) 

0 0 9 8  

1. 

2. 

3. 

4 .  

5. 

6 .  

7. 

The Contractor agrees to indemnify, defend and save harmless the State, its officers, agents and employees from any and all 
claims and losses accruing or resulting to any and all contractors, subcontractors, materialmen, laborers and any other person, 
firm or corporation furnishing or supplying work services, materials or supplies in connection with the performance of this contract, 
and from any and all claims and losses accruing or resulting to any person, firm or corporation who may be injured or damaged by 
the Contractor in the performance of this contract. 

The contractor, and the agents and employees of Contractor, in the performance of the agreement, shall act in an independent 
capacity and not as officers or employees or agents of State of California. 

The State may terminate this agreement and be relieved of the payment of any consideration to Contractor should Contractor fail 
to perform the covenants herein contained at the time and in the manner herein provided. In the event of such termination the 
State may proceed with the work in any manner deemed proper by the State. The cost to the State shall be deducted from any 
sum due the Contractor under this agreement, and the balance, if any, shall be paid the Contract upon demand. 

Without th5 written consent of the State, this agreement is not assignable by contractor either in whole or in part. 

Time is of the essence in this agreement. 

No alteration or variation of the terms of this contract shall be valid unless made in writing and signed by the parties hereto, and 
no oral understanding or agreement not incorporated herein, shall be binding on any of the parties hereto. 

The consideration to be paid Contractor, as provided herein, shall be in compensation for all of Contractor's expenses incurred in 
the performance hereof, including travel and per diem, unless otherwise expressly so provided. 



The COUNTY and the BOARD shall comply with the terms of this agreement: 

2. SCOPE OF AGREEMENT 0 0 9 9  

The COUNTY is authorized to pay verified funeraVburial claims and domestic violence relocation 
expenses from an account established solely for this purpose prior to BOARD approval if the 
COUNTY complies with all of the requirements of this agreement. 

3. PAYMENT AND REPORTING PROCEDURES 

a. 

b. 

C. 

d. 

e. 

f. 

9. 

h. 

I .  

s 

The COUNTY shall verify that immediate payment of funeraVburial expenses is necessary. 
The COUNTY shall document that the provider of funeral/burial services requires immediate 
payment and is unwilling to wait for reimbursement through the normal claims payment 
process. The COUNTY shall maintain this documentation in the claim file and it shall be 
available for review upon request. 

The COUNTY shall verify that an applicant is eligible for an emergency award for domestic 
violence relocation assistance. The COUNTY shall maintain verification documentation in 
tbe claim file-and it shall be available for review upon request. 

The COUNTY shall completely verify each claim and complete a Quality Review Checklist 
(QRC) for each claim prior to disbursement of any finds under this agreement. The 
COUNTY shall maintain the QRC in the claim file and it shall be available for review upon 
request. 

The amount paid by the COUNTY shall not exceed the amount verified and authorized by 
applicable laws and Board policies. 

The COUNTY shall establish and enforce procedures to insure that funds paid under this 
agreement are released only to persons authorized to receive the funds by the claimant or' 
provider of services or commodities paid for under this agreement. 

The BOARD shall report all reimbursements made to the COUNTY for expenses under this 
agreement to the Internal Revenue Service (IRS). 

The COUNTY shall maintain its name and accurate Tax Identification Number (TIN) in the 
VOX database and insure that it matches the inbrmation submitted to the IRS. If the 
BOARD does not have the accurate TIN for the COUNTY, the COUNTY shall complete and 
return an IRS Form W-9 immediately upon execution of this agreement. 

Once the TIN is entered into the VOX database, the COUNTY shallprocess a claim under 
this agreement in accordance with statute and BOARD policies, except that the COUNTY'S 

name and TIN shall be input as the provider's name and number on the"Provider Bill 
Maintenance" screen. 

The actual provider of the services (e.g., the cemetery or funeral home) shall be shown on 
the VOX moreable window next to the provider number (this will be the nonpay provider). 
Information about the actual provider services is necessary for generating informational 
reports. If the TIN of the provider of services is not in the provider database, the COUNTY 
shall follow the normal provider database procedures established by BOARD policies. 



4. 

5. 

6 
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j. The BOARD and the COUNTY shall comply with all applicable state and federal 
requirements and all administrative requirements contained in the State Administrative 
Manual (SAM). In compliance with Internal Revenue Code Sections 6041 (26 U.S.C.A. § 
6041) and SAM Section 8422.19, the BOARD shall issue to the COUNTY a Form 1099 

. MlSC at the end of the calends year stating the amount that the COUNTY received as 
payee from the BOARD as payer in the calendar year. The COUNTY shall be responsible 
for issuing a Form 1093MISC to each provider in accordance with federal law. In 
compliance with Internal Revenue C d e  6041 and SAM Section 8422.1 9, the COUNTY shall 
provide the required Form 1094MISC to providers no later than January 3lSi, of the following 
year. In accordance with BOARD procedures, the COUNTY shall submit a Form W9 in 
place of the Payee Data Record (Std. 204) that is required by SAM. 

0100  

k. The COUNTY shall exercise good internal control over the issuance of funds and requests 
for reimbursement of funds to replenish the account (see Audits Section). 

OVERPAYMENTS 

Any payment of a claim that does not meetthe criteria established in statute and the BOARD 
policy shall result in an audit finding, except as provided in the following paragraph. If an 
overpayment is identified as a result of the COUNTY's failure to follow statute, BOARD policy, or 
the requirements of this agreement, the amount of the overpayment that the COUNTY is unable 
to offset will be deducted from the COUNTY's contract with the BOARD to process claims under 
Government Code Section 13962(d). The COUNTY agrees that it shall not file a deficiency 
claim under SAM Section 8072, or any provision, for reimbursement from the BOARD for any 
deductions under this paragraph. The COUNTY may collect the amount of an overpayment from 
the ollerpaid party if the overpayment resulted from the COUNTY's faiure to follow statute, 
BOARD policy, or the requirements of this agreement. 

If the COUNTY follows statute, BOARD policy and the requirements of this agreement, and an 
overpayment is identified based on information unavailable at the time of the payment fom the 
account, the COUNTY shall apply existing overpayment procedures, and the overpayment will 
not result in an audit finding related to this agreement. 

Nothing in this section iimits or alters the right of the State to terminate this contract as provided 
in paragraph 3 of the Standard Agreement terms (STD. 2) of this agreement. 

TIME OF PERFORMANCE 

The term of this Agreement shall be July 1, 2000 through June 30, 2001. 

The BOARD may extend the term of this agreement on a yearly basis, subject to me availability 
of funds. An extension of the term of this agreement shall be made by written amendment to the 
agreement. 

COMPENSATION: 

The BOARD shall advance $40,000 to the COUNTY upon execution of this Agreement to initially 
fund the account. Monies will be coded as claims payments. 

The BOARD shall pay the C O U N n  with funds from the Restitution Fund. Any payments shall 
be contingent upon the availability of funds in the Restitution Fund. 



7. 

8. 

9. 

ADMINISTRATION OF AGREEMENT 0101  

The BOARD'S Contract Monitor shall be Skip Ellsworth, Manager of the Fiscal and BuGness 
Operations Section. The phone number is (91 6) 327-0394. 

The COUNTY'S contact person shall be: 

Name: 
Title: 
Phone No: 

REGULATIONS AND GUIDELINES: 

All parties agree to be bound by all applicable Federal and State lays and regulations and 
BOARD guidelines/directives/memos as they pertain to the performance of the Agreement. 

DISPUTE RESOLUTION: - 
In the event of a dispute between the parties over any part of this Agreement, the dispute may be 
submitted to the Chief Deputy Executive Director of the BOARD. Submission of a dispute to the 
Chief Deputy Executive Director pursuant to this provision shall not preclude either party from 
pursuing any remedy or relief otherwise available. 

Nothing in this section limits or alters the right of the State to termingte this contract as provided 
in paragraph 3 of the Standard Agreement terms (STD. 2) of this agreement. 

10. AUDIT PROVISIONS: 

The COUNTY will be responsible for establishing procedures to account for monies expended 
and/or deposited into this account. The COUNTY shall account for,the funds in the manner 
prescribed by current COUNTY mandates and practices. A summqry of such pradices must be 
forwarded to the BOARD for reviewlapproval by its Audits an Investigations Branch within thirty 
(30) days of signing this agreement. 

The COUNTY sha1.l have available all records which support expenses charged to the contract. 
These records are subject to examination and audit by the State for a period of three years 
beyond the date of the final payment. If an audit is forthcoming, the BOARD will notify the 
COUNTY at least 30 days in advance of the dates of the audit. , 

11. PROGRAM EVALUATION AND MONITORING: 

The COUNTY shall make available to the BOARD, and their representatives, for purposes of 
inspection, audit and review, any and all of its books, papers, documents, financial records and 
other records pertaining to the operation of this Ageement. 

The aforesaid records shall be available for inspection and review during regular business hours 
throughout the term of this Agreement, and for a period of three (3) years after the expiration of 
the term of this Agreement. 

21 



12. HOLD HARMLESS: 

The COUNTY agrees to defend, save, indemnify, and hold harmless the BOARD, its agents, 0 1 0 2 
officers and employees from and against any and all liabilities, damages, suits, costs of suits, 
expenses for defense and legal services, and claims for damages of anynature or kind 
whatsoever, arising from or connected with the COUNTY'S operations or its services hereunder. 

13. AMENDMENT VARIATIONS: 

Except as provided herein, this writing embodies the whole of the Agreement of the parties 
hereto. There are no oral agreements not contained herein. No addition or variation of the terms 
of this Agreement shall be valid unless made in the form of a written amendment to this 
Agreement formally approved and executed by both parties unless otherwise specifically 
specified in this agreement. 

14. NATIONAL LABOR RELATIONS BOARD CERTIFICATION 

By signing this Agreement, the COUNTY does swear under the penaltyof perjury that no more 
than one final unappealable finding of contempt of court by a Federal court has been issued 
against the COUNTY within the immediately proceeding twoyear period because of the 
COUNTY'S failure to comply with an order of the National Labor Relations Board. 

15. CONFIDENTIALITY OF RECORDS: 

The COUNTY shall maintain the confidentiality of all recork containing personal identification. 
The COUNTY shall not disclose any personal information in a manner that would link the 
information disclosed to the individual to whom it pertains unless the disclosure is explicitly 
autho;ized by law. The COUNTY shdl insure that all staff are informed of the requirements of 
this provision and of direction given by the BOARD in the" 1999 Information Security Pamphlet" 
The COUNTY shall establish procedures to insure confidentiality of personal information. The 
COUNTY agrees to limit access to and use information obtained from the BOARD only for the 
purposes outlined in this agreement and the attachments. 

. 



0 1  0 3  

EXHIBIT A 

NONOlSCRlMlNATlON CLAUSE 

1. . During the performan& of this contract, the recipient, contractor and its 
.. subcontractors shall not deny the mntract's. benefrts to any person on the basis of 

religion, color, ethnic group identification, sex,  age, physical or mental disabilrty, nor . 
shall they discriminate unlawfully against any employee or applicz.nt for employment 
.because of race, religion, color, national origin, ancestry, physical handicap, mental 
disability, medical condition, marital status, age or sex. Contractor shall insurkthat 
the evaluation .and treatment of employees and applicants fGr employment are free 
of such discrimination. 

2. Gontractor shall comply w2h the provisions of the Fair Employment and Housing 
Act (Government Code, Section 12900 et seq.), the regulations promulgated 
thereunder (Califcmia Administrative Code, Title 2, Section .7285.0 e? seq.), the 
provisions of Artiide 9.5, Chapter 1, Pari 1, Division 3, Title 2 of the Government 
Code (Government Code, Sections 11 125-1 1139.5) and the regulations or 
standards adopted by the awarding State agency to imp!ement such artrcle. 

3. Recipient, 6ntractor and its submntradcrs shall give w*en notice of their 
obligations under this c!ause to labor orgjnlzations with which they have a 
mllective barsaining cr other agreement. 

4. Tine mntractor shall include the nondisc::mina!ion and a m p l i z n e  provisions of this 
c!ause in all sdbmotracts to p e e o n  work under the antract. 

. 

.. 
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F A T E  OF w ImHu 
3RUG-=REE WORKPLACE- CERTIFICATION 
j50.21 (REJ. 2-93) ' r. - 

I .  

EXRIBIT 3 

CERTIFICATION 

. 0 1 0 4  
-~ . .  

I ,  the offiaal named below, hereby swear that  I am duly authorized iegally to bind the contractor or 
gran; recipient to the certification described below. Iam fully aware that this certification, executed 
on t f e  date below, is made under penalty o f  p e j u r y  Lnher t h e  laws of . the  State of Caliibmia. 

S a n t a  C.ruz C o u n t y  D i s t r i c t  A t t o r n e y  94000534. 
DATE EXECUTED 

TELEPHCN~ NUMBER (IM- cote) 

K a t h r y n  C a n l i s  1 ( 8 3 1 )  454- 2400 

Dis tri'Ct A t t o r n e y  

7 0 1  Ocean S t P e e t ,  Room 2 0 0 ,  S a n t a  C r u z ,  CA 9 5 0 6 0  

-KE 

:CNTR4C:OfBIDDER FlRM'S MAIUNG ADDRESS 

-_____~ - 

The contractor or g r a n t  recipient named above hereby ce 'e les  compliance with Government Code Section 8355 
in m.?tters relating to providing 2 drug-free workplace. The above named contractor or grant recipient will: 

- -  

Publish a sratement noUfying employees that unlawful manufacture, distribution, dispensation, possession, 
c r  use of a controlled substance is prohibited and spec8yhg  actions to be taken against employees for 
Liolations, i s  required by Government Code Section 8355ia). 

EjtabLish a Drug-Free Awareness Program zs required by Government Code SecIion 8355(b), to i-nfom 
employees about all of the following: 

(3)  The dangers cf drug abcse in the workplace, 

(I) The person's or organization's policy of maintainhg a dmg-free workplace, 

(i:) Any available counseling, rehabilitation and employee assismme progams .  and 

(J) Penalhes that may be imposed upon employees for drug abuse violations. 

P-wide  as required by Government Code Section 8355(c), that every employee who works on t ? e  proposed 
cmtract or grant: 

(d) Will receive a copy of the cornp&y's drug-free workplace policy statement, and 

(1) WXi agree to abide by the t e r n s  of h e  cbmpany's statement as a conaiiion of employment on 

- -* 

the contract or grant. 

Kt  the electiion of the contractor or gan tee ,  from and after the "Date Executed" znd u m  
(\JOT TO EXCEED 36 MONTHS), tbe state will regard this certif7cate as valid for aLl contra%'or grants 
entered into between the contractor or grantee and. this state agency wltfiout requiAng the conmctor Or 

g r m e e  to provide a new and individud cerhficaie for each contract or granr. If [he contractor or grmtee 
elects to fill in t ! e  blank date. then the t e r n s  m d  ccnditions of this certificate shall hzve the same force. 

effecl md'enforceabiiity as if a certificate were sepuate ly ,  specificdly, m d  individually provided 
sch contract or grant becween [he contracror cr 3an:ee and this s t x e  agency. 

. - . 
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i\s i 1 AC*I;\IT C - . .  

Page 1 
. -  - 

Citation . . Found Documcar -. - Rank I of 1 Database 0 1 0 5 
26 USCA s 6041 uscx 
.26 U.S.C.X. § 6041 

UNITED STATES CODE ANNOTATED 
TTTLE 26 .  INTERNAL REVENUE CODE 

SUB"?IE F-PROCEDURE hi ADiXJXSTR-ATION 
CHAPTXR 61-LNFORPVLATTON AI- RE-YS 
STTBCEAP'E%;I-U~VS iliw FSCORDS 

PART III-INFOR%lXTION RETURNS 
SUBPART E-EfFOFGihTION CONCERiiG TIWNSACTIOXS WTH OTHER PERSONS 

Copr. Q West 1998. No Claim [o Orig. U.S. Govr.  Works 5 .  

- Current chr0ugfiP.L. 105-220, approved 8-7-98 
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' 4 -  , '  . 

26 USCA s 6041 
. .  - 

. , (e )  Section does not apply to certaiz tips.--Tniz s c r i on  shall ao( apply IO tips wilfi 
605?(a) (:e!aLi;lg to r e p o r b g  of tips) applies 

. . .. 

res? 

CFEDIT(S) 
. .  

1998 Elecuonic Update 

(Aug. 16, 1,984, C. 736, 68X Stat. 745; Oct. 16, 1962, h b . L .  87-834, 19(f), 76 Star. 1058; Oct. 4 ,  1976, 
h b . L .  9 4 1 8 5 ,  Title XE, $ 1906(b)(13)(A), 90 Star. 1834;  NO^. 6 ,  1978, Pub.L. 95-600, Tide V, 4 501(b), 92 
Slat. 2578; Aug. 13, 1981, Pub. L. 97-34, Tirle VII, 5 723(b)(1), 95 Stat. 344; Sepr. 3 ,  1952, P u b . L .  97-248, 
Title'III, 30?(b)(l).  96 Srat. 595; July 18. 1984, Pub. L. 98-369, Div. A ,  Tirle V]I, 5 722(hj(4)(E), 98 Srar. 

h b . C  lW-168,  Title Xil, 3 120l(a)(l) .  1!0 Star. 1469.) 
976; OC[. 22,.1956, ?Ub.L. 99-514, Tide X V ,  $ 9  15GI(c)(l), 1523(b)(2)! 100 Star. 2736, 2748; July 20, 1996, 

< C e n e r d  Marerials (GM) - Rcierences, Annoiations, or Tables > - 
c 

XISTOKICAL AND E A ? U T O R Y  NOTES 

Zcvision Nore+axd iczis!arivc Fte?orrs 

i f 5 4  ACL House Rcpon No. 1337, Scnare Xepon No. 1622, and House Conferenc: RC?OK No. 2543, see 19% 
U.S.Code Cong. and ,icrn.News, pp. 4547, 52!4, 5280, . .  5339. 

1962 X C : .  Senzie R e c n  No. 1881 m d  Con'::er.ce RcD?or; No. 2508, see 1962 L'.S.Code Cong. c d  A d n N e w s ,  , 

p .  3297. 

. .  . 
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Trexsury, Trust, a n d o r  agcncy funds wi l l  comply y i t r b  the Intekal Revmue Service (1RS) i n d  !.>x . .:- 1 
Fraxhise Tau Board (FTB)  a n n u a l  information reponing and incone t i x  withi~olding (WkIj  
rcqlirements. A State ager,cy may arrange to have lo%, FTB, and IRS reports prepared by a reponing 
agent such as the Franchise Tax Board- However, the final responsibility w i l l  rest with the State asency. 

01 08 

- Reuonable Pavment Identification and Classification Reauirements. 

I.' Required Vendor Data Record, STD. 204. See 8422.19 Illustration 1 & Illustration 1 (Cont. 1 ) .  

A completed Vendor Data Record (STD ... 204) must be obtained whenever a state agency eggzies 
- in a transaction that leads to a pzyment to any individual or  any entiry that is nor a g o v e m e n t z l  . 

entity. The information provided in this f o m  must be used in c,onjunction vs;th reportable 
bmsaction markers in the UnifomCodes  blanu31 (Object section, column "FBR"), to select the -. 

payments that a x  reportable from the p a p e n t  history files, through electronic dzt2 processing 
ne?ho&. 

.. In crder to obtain the data necessvy IO determine-what payments are reportable, t i e  Vendor Data 

non-contract mamactions, this form m u 1  be completcd by the vendor and retained In thz Stzte 
- ~ g e n c y ' i  buiness  services or.accour.ting office as deremined by Stzte agency policy. hfcm.z t ion  

p;ovided by the vendor on this form w i i l  include: 

- Rtcord, STD. 204, must be completed by the'vendor and attached to ezch contract. For 0 -  . 

1 .  S z m e  and a d d r s s  of St2re zgency purchasing vendcr services. 

2 .  Ccmplere bciness  name 2nd address of vendor doins business [he S t 2 r ~  inc!udin,c 
.ow,er's m m e ,  if a sole proprietorship. 

3 ,  Tne vendor v e  and the Tzu?ayer Ider,tification Number (TW) as sho*T. Tne T S  is the 
Sociai S e c i ~ l r y  Surnber (SSN) for individual and sole propi,e:or vendors and the Federd 
Employe; Identification Number ( F E N )  for a!! other vendors. 

4 .  Tne  resilency s a t u  of the vendor by icdic2:ing resident or nom-esideni zs s:?oun. Tae 
reverse side of rhe STD. 204 provides insmc1ions far rndKlns this  detemina:ioE. 
NonresicenL vendors subject to witXiolding h e  s r ~ q & a  rzt? unless ve5ric~; ion 
au~horizig? 2 reduccd ra t2  or a waiver is arrached to :he STD. 30-1. 

. -. > ,  T h e ' n m p ,  tjrle, telephone number, znd &IC? s i - g a m - c  of rhe venbor's authorized 
reFresentative w i l l  be p r o v i d d  Tnis signarue cenifies L!Z acck-zcy of th2 infomzrlon 
piovides. 

S:;:e agencies that need to cu:omize the STD. 204 in order to h i f i l l  a unique r e p o n h g  Eeea o f  2 

sprzific program may submit z requesf for apprwal (including a &zfi of :he cusroxizeci STD. 204) [ O  

De?xment  of Finznce, Fisczl Sys~ems  a i d  Consulring Unit. 

A :opy o f  the ccmplered Ver,dor Darz R x o r b  STD. 204, for pa!)rlr,ents to all non-governmental entities 
R< 1 be kept on file at cach State agency. If h e  STR. 204 is nor concleted by the vendor 2nd the 
r:c,uired vendor d . 2 ~  is nor othemqse provided, payment shail be reduccd by 3 I percenr for fzieral . 

..:.ba:kuD withholding w..d seven percer,r for Stare income tax  +Lr,hholdin_e (refer t o ' S h t l  Section 
8422.19 1 .) A State agency will not process revolving fund payments or file claims for SCO wamnts  

. un;ess a STD. 204 has been complzted by  the vendor being paid or  federal backup and State income t a x  
whho!dinss havebeen deducted from the p a p e n r  in accordant: with SAbI Sec:ion 8122.191. . 



royzlties, prizes, and awxds. The  Vendor Data ?,:cord. STD. 2 W .  is reallired for all .. 
p a m e n t s  (excepr for paynexts to gcvemnentzl entiLles). - .. :’ 

: b. Pam.ents are reDortable if all three of the followins points can be answered E S :  01 09  

’ 1.  Payment is within h5e conduct of bade or buiness.  

- . 2. Payee is not a corporation (note that all payments to medical corporations for services 
provided are reportable). 

3. Payrnenr is for services (including consnuction contract services) rendered md nct 
solely for merc’nmdise. . -  

. c. Thefollowing reFoiTable payment S’JUC~!I: is used for all reporrable i ~ e p i e n t s :  . 

c 

Commissians io r:?l estare brokers. 

Consulting fees to non-employets (including travel expenses, Fer diem, mnd 
expenses not supported by mvel  clairn). 

Professional fees. 

. . 



. .  

111. - Payments that are not reported. 

a. 

6 : 

h- 

e -  

[T', 

C. 

d. 

e. 

f. 

0 1  10  

Payments to corporations or governmental un i r s .  Payments to incoprporated physicians or 
other health care service provlders are reported. 

Paymen'ts for merchandise (including freighr, storage, 2nd similar charges) and utililies 
(such 2s electricity, g a ,  oil, water, telephone, telegaph, and similar services). ' 

Payments of damages (foi physical inj.w/ or sickness) awarded by the courts. However, any 
interes: payment is reporrable. 

Sa la~ies  and wages paid from the State Payroll Revolving Fund or otherwise reporred on 
Form W-2. 

Scholarships, feilowships, and stipends (except whert such p a l v e n t s  are  subject to thc 
perfornance of services). 

Per diem and rrzvel expense reimbursements paid to employees or  non-employees to the 
extent suppofied by  approved travel c!aims. 

- 



cor w t ) ,  on .an a n n u a l  basis, the [RS Insructions for..Forms 1099, 1098,..54?8, and W-zG (hc ludins  
FOIT;~S 1 0 9 9 4 ,  1 0 9 9 4 ,  1099-DIV, 1 0 9 9 4 ,  109?-IXT, 1099--h!ISC, 1099-OID, 1099-?,4TR, 01 1 1  
lO!J9-R and 5754) and for LRS 4804 Transmird of infomzrion R e u r s  Re7oned on Magneric Media. 
M a n y  r a t e  agencies cwently repon direcdy on the Forms 1099-hT,  A, B, G, M'SC, R and W-ZG. 
TnL: S m e  Controller's Office reports only Foms  1099-PIT and M S C  for .sure agencies which do nor 
ha1 e adequate syserns for direct repoting. 

- 

- Issxino Correcred h f o r n a r i o n  (Form 1099) Reruns. - .  

X I ( :  ultimate responsibiliry for filing Form 1099 r e m s  and for enswin2 the accuracy of the rerums 
res-s with the state agency thar made the papen t ( s )  beins reponed Consequenrly, n o G h * m d i n g  [he 
Foim 1099 processing, filing, m d  rnailin,o a s s i sa rc  provided to mosf s a l e  azencies by the DOF 
CALSTMS Unit and t5e F r B ,  each State a,ocncy is responsible for issuing cor;ec:ed Form 1099 
renrns to irs vexdors and io h e  appropr;,are t a  authofiIis whenever it is neces$aq; to correct a 
p r e f iou ly  issued F o m  1099. 

Sta:e agencies filiriz less L - I ~  250 correcred ' rem.smay do so on paper F o m  1099 or on maFeric  
m p ! i i  Stare asencies F;!inz more than 250 correcrec! remms must we mage:ic8 media. - 

21 



STATE BOARD OF CONTROL 

SAC.SAMENTO, CA 95812-0048 

AUDITS AND INVESTIGATIONS BRANCH 
P.O.  BO) 48 

M e m o r a n d u m  

Date : March 11, 1999 

DARLCNE AYE3S-JCHNSCN 
E x s c ~ ~ t v a  D l r o c c r  

BOARD POLICY MEMO NO. 99-01 
(Replaces ADM:13:01:9546) 

To : All Eoard of Control Staff 

From : Darlene Ayers-Johnson 
- 

Executive Director 

Subject. INFORMATiON SECURITY PAMPHLET (ISP) 

BACKGROUND 

The State Soard of Control has a statutory obligation to protect confidential 
infomation from unauthorized or accidental access ,  alteration, disdosure, 
destruction, or dissemination. Additionally, speck1 precautions must be taken to 
safeguard against any violations of an individual's rights to privacy. All employees 
share in the responsibility for protecting t h e  oral, printed (as in claim files), or 
eiectronic (computer-readable) information received and used in fulfillment of the 
State Board of Control's mission. 

POLICY 

Your responsibility is to know, understand, and adhere to the policies established to 

indicated later in this pamphlet (see  the 1999 Acknowledgment Form on page 12). 
Because these policies p a y  be revised or expanded, there is room for you to note 
these changes in the Information Security Pamphlet, until its next revision. 

After reading and understanding t h e  contents of this memorandum, complete and 
sign t h e  attached acknowledgement form. The signed acknowledgement form 
should b e  submitted to your supervisor. 

. protect information. The infomation security policies established to date are I 

Supervisors are to allot u p  to three hours, which should be indicated on the 
employee's official time sheet as  "Information Security Familiarization," for each 
subordinate to review and comprehend this policy. Any  allotted tine for new 
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.. 

employees should occur within the f i r s t  ten working days of t h e  employee‘s arrival, 
or in the czse of existing employees, within ten business days of the dzte of this 
memorandum. 

Supervisors are to sign the  employee completed acknowledgement form in the 
‘applicable location, and submit th6acknowledgement form to the State fioard of 
Control’s Human Resources Section. 

Upon receipt, the Human Resources Section will ensure that a copy of the 
acknowiedgenent f o m  is placed in the employee’s oiiicial personnel folder and 
submit the original copy to the Information Secyrity Ofiker (ISO). 

The I S 0  may remove an individual‘s access to t h e  State 6oard of Control’s 
information assets if an ackr.owledgement f o m  is not timely submitted. 

- 
T’nis policy memorandum supercsdes: 

01 13  
I 

Document Title 1 Document 1 Issue Date I 
Password Policy Board Folicy 1 Memo 92-01 1 Mzrch 23, 1992 ! 
Employee Security Breaches 1 ADM:07:01:88-89 I June 10: 1989 1 
Employee Security Breacnes 1 ADM:O$:C3:88-99 1 June 26, 1989 1 
Turning Off Personal Computers 
and Teminals 1 ADM:07:01:88-89 1 May 8,  1989 I 
1996 Information Securiry Pamphlet 1 ADM:13:01:95-S6 1 h i l ~ rch  1 ,  1926 1 
Check-out of Poriabie Person21 I 
Cor-zputers 1 ADM:OT:O1:89:90 October 27, 1980 1 

Tnis policy memorandum shocld be retzined until supErceded. 

A:ny violztion of this policy m ~ y  result in zppropriate disciplinary sciion. 

Executive Director 

DAJ:DS:jcw 

Attachment 
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tout ot ponaDle p e ~ s u ~  lot 

I 
I 

K. Media contacts 

L. Legislative correspondence and teiephone contacts l 7  
M. Use of the Inrernet l 7  
N. Public access to information l 8  
0. Drug-free workplae requirements 1 8  
F.  Notes 

I 

. 

APPENDIX 

I .Giossav 

11 - Acknowledgement Form 
I 1 

i I 
! 
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A. PASSWORD SELECTION AND MAINTENANCE GUIDELJNES - .  . 01 15  

The password Is fundamental to maintaining the integrfty of the State Board of Control's 
automated environments. Passwards authenticate an individual's identity, establish 

accountability, and prevent unauthorized .system accass. Proper password selection Is 
crucial to malntalning the password~s,confidenffallty. "Hackers," or those who by to 
retneve information from computers illegally, w i l l  aometjmes break into systems by 
using words that are familiar to the computer operator. With this In mind, ail users 

should adhere to the following when selecting or altering passwords: 
+ DO not use names or initials in the password, Use passwords that are at least five 4 induding names of spouses, children, or characfen long. 

family pets. * Use a password with meaning so that it c a n  

as the Governor, President, or Pope. , g:-?;-=- . -  . .  ... -$,..*.. .. Consider using special cfiaracters (Le. 3,  $, 

languages, or fin: letten of words i n  a:'.;iL? .. ... * . * '  , . - -  :. - password. 
phrase frcm a book, Ragazine,. or song. '.-:....' . 

. * .':.. Do not use words such as 'secret,' 

numbers, Social S e C U m  nURlh?E,'Or'fi~nSe ;-, - . y -  ,!.Do notuse month t; wekday names in the 
numbers in the password. +. ._ 

As password ownets, all personnel  have t he  foilowing password responsibilities: 
+ Notify the System Adminis;rator immediatev * Notify the System Administntor and the 

if a password does not work. This a u l d  . . : Information Security ORcer if you believe a 
indicate t?at someone has access to h~-~<.~;; 

. ,.----;.,. password has k n  wmpromised or if ycu 

* Avoid using prominent people names S U ~ ~ , ~ ~ - ~ . . . . , ,  rz;L. be easily remembered. 

* Consider using words from foreign ?2?..;''-- 
. -. - 

, _  .,*-- ..-- -_, .... . . - 
... .._ - . ..._...) in addition to IeHers and numbers in the 

. .  __ 

Dc not use address n u m b e n ,  kIeFhone ' .. . ' . .  ,.':-* 'cjnfidential,' or 'guard' in the password. 
t . -  . . - . .  - .. , . _.:.. . - _- , . . _  . .  . ~@SSWOrd .  

. .- 

. . system using your identity. 
* Terminate an adJve terminal session before':';' ' .  password. 

leaving the immediate vicinity of the terminal * Do not write down a password. Memorize it 
becsuse the access authorized for a ... .. to keep it confidential. 
ptrticular password renains active <-.. I 

<. 
-- 4 Submit a signed Sewice Request to the 

throughout the session. . lnfom,ation Systems Secson if a password 

person. e-. . ._ * Chanae the password ncnthiy. 

k-- . .. +-' - 
,==L.:.-l ..:,:.. :.i have b e e n  asked to c=3mpmmise a L_. . . - . ...., .r..:.: 

. .  

i 

T:: 
+ Do no! reveal a passwcrd to any cther -2.. ' ; is forgotten. 

F- 

~~ 

E. ADDITIONAL PASSWORD GUIDEUNES FOR MANAGERS AND SUPEXVISORS 

+ If an employee cClanges job duties within theki2- . :::j.i 
State Board of Control or a Joint Pavers 
Agency,  the employee's old manager or 
supervisor should remove the empioye ' s  3' 
computer access capabilities by: 
1. Notifying the Sysfem Administrator 

and t h e  password owner (user) and; * 
2. S u b m i t k g  a signed Sswirx Request 

to the Infcmstion Sys:ems Ssdion to 
delete or modify the employee's 
access privileges. 

4 The Sys:em Admintstrator may revoke an 
a t fess  priviiege that has not been used for 
an extended period after first wnsul t ing  with 
the Informatior, Secunty ORcer. 

- Y - .  

A tempctary job fun&.on r a y  be assigned to 
the individual(s) scheduied b perform . 
another employee's job dlrties in the event of 
illness, vacation, or leave, by stlbrnittjng a 
signed Service Request tc the lnfomatjon 
Systems Section. 
I f  any emplcyee terminates employment with 
the State Bcard of Control or a Joint Powerj 
Agency, his or her supervisor shall submit a 
sign'ed Service Request to Lhe Information 
Systems Section to remove the employee's 
access. 
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C. INFORMATION S ~ c u ~ l n  BREACHES 
, 

01  1 6  

Any person who mmmits an information 

under the Comprehensive Computer Data 
lnfomatjon Secmty Officer. disciplinary actions andor prosecdion - 
immediately inform their supervisor and the acts may be subject to administrative 
Information securrty breach must  security breacLi or mmmits certain unlawful 
Employees who became aware of an 

Access and Fraud Ad (Penal Code Section An information secunty breach c a n  be 
502) which states, '...any person who 'accidental.' I t  does not require a willful or 
commits any of the following ad,s is guilty of intentional a d  on somecne's part. An 

a pubiic offense ... knowingly accesses and accident c a n  occur because of an honest 

wrthou-t permission alters, damages, mistake or kcause of negligence. Audit 
deletes, destrcys, or otherwise uses any guidelines require the  inclusion of all 

data, mmputer, computer system, or definitions of what constitutes a secunty 

mmputer network in order to either (A) breach. Any form of disciplinary ahion 

'. devise or execute any scheme or artirke to would, in most instances, be focused on 

3. defraud, deEeive, or esitort, or (E) wrongfully information secunty breaches that are 

t control or obtain money, prcperty, or data ...' purposeful and malicigus. 

1"- =-. 

h e D. REPORT SUSPECTED iLLEGA1 OR IMPROPER A C l l e E S  

Any suspicions of imprcper or  illegal 
activities directed against the State 6oard of 

improper activity. 

Q- _Control will tx promptly investigated. 
Employees must notrfy the Information 

Refer :O Board Policy Memo 33-06 and 

Seclcirity Of-;icer and their supervisor 

Board Policy Memo 99-07, for additionai 

irnmediztely of a n y  suspeeed illegal or 

guidance on this matter. 

E. CHECKOUT OF PORTABLE FEZSONAL COMPUTE4S 

Eler3ronic equipment may be checked out 
license agreements. Empicyees are also from the  Information Systems Sedion by 
adherence to soitware copyright laws and 

reasonable presutions against possible 
owned equipment are respcnsible for taking 

checked-out with the equipment. neded .  Employees who check out State- 
of all manuals and training materials least 24 hours before the equipment is 
responsibie for the return, in good condition, submitting a computer checkout form at 

Laptop wmputers and other portable 
equipment should not be left in vehides. 

theft or vandalism of the equipment, for 
ensuring that the guipment and software 

Tnese items should tx mmed by the 

are used only for State work, and for the 
employee or stored in, a locked hotel mom 
cr other secure area while traveling. 

f. USE Of STATE INFORMATION ASSETS 

Use of the State Ecard of Control's 

purposes related to the State i3oard of reasons. 
State iaw to use State assets for personal information asse?s should only be fcr 
Controi's mission. It i s  against policj and 

I 
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G. ACaUlSlTlON A N D  USE OF PEXSONAL COMPUTER SYSTEMS, ASSOCIATED 
EQUIPMENT, AND SOFWARE 

Each PC, item of peripheral equipment, or 
software package owned by the State Board 
3f Control will be assigned to a specific 
srnployee. All employees who use PCs are 
-esponsible as own'ers, custodians, and 
Jsers of the data and software maintained 
3n their PCs. All managers, in conjunction 
Nith their employees, must maintain 
-esponsibility for the apprcpriate use of 
'Cs, adherence to licensing agreements, 
2nd the security of data, hardware, and 
;oftware. The acquisition and use of PCs 

shall be in accordance with the State Board 
of Control's PC policy. 
Only software purchased and supported by 
the Information Systems Section or explicitly 
approved by the Information Security Offfczr 
is authorized for use on the State Board of 
Control's personal computers. Any 
unauthorized software found on a personal 
computer cmld lead io  adminisirative 
disciplinary aciion. 

Refer to Board Policy Memo $6-02 and 
ADM:07:01:95-$6, issued February 6, 1 9 %  
for additional guidance on This matter. 

H. PERSONAL COMPUTER B ACK-U P PGLICY 

To protect against lcss of information stored 

'he user's name, the user's unit, the backup 
t:onsecutively numbered and labeled with 
\iiSkettes used for the backup should be ' 

Jsers storing information to a local drive. All 
secure off-sits sicrage. .;hould be pefiorned on a rtguiar basis by 
Information Systems Section for safe and amputers, e1ec:ronic information Oackcps 
full) .  These diskettes shodd be given to ti-,e 1n the State Board of Control's personal 
date, and the backup type (incremental or 

Refer to Board Policy Memo 99-05 for 
addiiicnal guidance on this matter. 

I .  D ESTRUCTION O F  CO~. (FIDENTIAL DOCUMENTS 

Documen! shredders and receptacles 
confidential information. lnarked "Confidential Material for CsGified 
authorized means for disFosal of 

I1estruc:ion Only" are located ihroughout 
the building, and they are the only . 

Refer to Bosrd Policy Number 98-18 for 
additional guidsnce on this  matter. 

J. T URNING-O FF PERSONAL COMP'JTERS A N D  TEXMINALS 

,ill employees will tum-off their assigned enable the State Board of Control to: reduce 
t:iec:ronic workstations,.personal 

the cmclusion of eaci: workday unless 
urinecessarj wear on the mechaniczl pars i:cmputers, and other related equipment at 
energy usage and utility costs, reduce 

equipment malfunctions. c~peraiion. Compliance with this section will 
spike damage, and reducrl 5re risk due io there is a specific need'for 24-hour 
of a computer, reduce expcsure to eleciriczl 

01 17  

21 
c 
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K. M E D I A  CONTACTS 

Any contact with media representatives 

Division, the Manager of the Legislation, 
Directors or Managers are unavailable. the Revenue, Recovery & Compliance 
Director if the abplicable Deputy Executive referred to the Deputy Executive Director of 
contacts can be referred to the Executive of this individual, contads should be - 
the subject matter of the inquirj. Media Deputy Executive Director. In the absence 
Government Claims Division, depending on should be immediately referred to the Chief 
Crime Division, or the Manager of the 

Refer to Board Policy Memo 98-16 for 
Policy & Special Services Section, the 
Deputy Executive Director of the Victims of 

additional guidance on this matter. 

- ) .  

L. LEGISLATIVE CORRESPONDENCE A N D  TELEPHONE CONTACTS 

Any correspondence received from a state 

Director's Assistant. In her absence, the 
immediately delivered io the Executive 

Falicy, & Special Semices Section. or federal lesislative ofice should be 
Ekrecior or the Secretary for the Legislztion, 

Refer to 60ard Policy Memo S7-04 for 

correspondence is to be delivered to either 
additional guidance on thls rnztter. 

the Secretary to the Deputy Executive 

M. USE OF THE I N T E R N E T  

The State Ejoard of Control reserves the 
-right to monitor andlor log all computerizPd 
activity with or without notice, including e- 
mail and all web site communications, and 
therefore, users shouid have no reasonable 
expectation of privacy in the use of these 
resources. 
I t  IS unzcceptable ior a user to use, submit, 
publish, display, or transmit on the network 
or on any computer system any information 
which: 
+ Violates or infringes on the rights of any 

other persor,, including the right to 
privacy; 
Violates regulations or policies 
prohibiting sexual harassment; 

using the system or the eRcienc;, of the 
computer system; 

substances or uses the system for the 
purpose of criminal intent; 

Restricts or inhibits other users from 

+ Encourages the use cjf Controlled 

6 Uses the system for illesal purposes; or 

* Contains defamatory, false, inaccurzte, 
abusive, obscene, pornographic, 
profane, sexually oriented, threatening, 
racially offensive, or othenvise biased, 
disciminatory, or illegal material. 

It is also unacceptable.for a user to use the 
facilities 2nd the capabilities of the sys t l n  
to: 
* Conduct any non-approved business; 
* ' Solicit tt;e performance of zny activity 

+ Transmit material, information, or 
that is prohibited by law; 

software in violation of any local, state 
or federal law; 

* Conduct any poliijcal ac:jvity; 
+ Conduct any non-governmental-re!ated 

fund raising or public relaticns actlvities: 
* Engase in any activity for personal Gain 

O F perscnal business trarmctions; or 
* Make any unauthorized purchases. 

Refer to ijoard Policy Number 99-04 fer 
additional guidznce on thls matter. 
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N. PUBLIC ACCESS TO INFORMATION 

All staff mus: comply with the following 
applicable laws prior to disseminating 
information: 
* The California Public Records Act 

(Government Gode § 6250-6265); 
+ California Information Practices Act 

1977 (Civil Code !j 1798 et seq.); 
of 

Comprehensive Computer Data Access 
and Fraud Act (Penal Code § 502); 

+ Unemployment Insurance Code 5 21 11; 
* Government Code 3 13968(d); 

Additionally, the State Board of Control has 
developed several policies, procedures, and 
manuals that need to be reviewed and 
followed prior to any information 
dissemination. This policy can not include 
all the circumstances addressed by these 
other documents. However, adherence to 
the general mles below will provide some 
guidance. If questions develcp, staff shculd 
not hesitate to consult with their supervisor 
in situations which raise concerns or in 
which the application of the available 
guidelines is not clear. 

- V ic t ims  of Crime Division 

As a general rule, information in 2 victim's . 

victim is a minor, the written consent must 
victim's attorrtey representative. l i  the 
express written consent of the victim or the 

Control agendas. file may be disseminated only with the 
receipt of a wriiten request: Siate 6oard ~f 

representative. I ne following are pubiic 
parent/guardian or the desicnated attorney 
be obtained from the minor's ciistccial 

records and may be disseminated upon I 

Exceptions to this ;ule should be made on 2 

case-by-case basis with apprcval of the 
V,ictims of Crime's Policy and Procedures 
Section Manager and after csnsultation with 

-. ti;e S k t e  Board of Control's Legal Divisicn. 

Gove rnmen t  Cla ims Division 
As a general rule, recommendations and 
analyses prepared by the involved State 
agencies, as wel! as Sta?e Board of Controi 
stai;, are protected from disclosure uniii the 
time available to fiie litigation has passed 
without litigation being filed. Once the c!ain 
has bezn adjudicared or otherwise settled, 
or the t ine  for adjudicaticn has passed, ail 
records involving the claim are public 
records, The foilowing are public records 
and may be disseminated upon receipt of a 

I wriiten request: claim dccunents, claim 
amendments, bid protest files, State 60ard 
of Control agendas, Siare 6cad.o f  Contrcl 
notices, 2nd information submitted by a 
c!aimznt. 

Exceptions to this rule should only be made 
on a case-by-case basis with the approvzl 
of the Government Claims Frcgram 
Manager and aiter consultation with the 
State Board of Control's Legal Division. 

. 

0. DRUG-FREE WOZKPUCE REQUIREMENTS 

The maintenance of a drug-free workpiace 
is required by the Federal and S:aie 
government. Tne State Board of Control is 
cDmnitied to maintaining a drug-free 
workplace. As such. employees noticins 
suspec!ed illesal substances in the 
wcrkpiace should immedia?ely notify their 

supervisor. Each situation will be evaluated 
and appropriate adion taken. Eecause 
some illegal substances can be absorbed 
through the skin, employees sP,ould never 
attempt to pick up or move suspec!ed 
material. 
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If an employee has a substance abuse 

drucjs or alcohol while on the job. Employee Assistance Frogram may be 
the possession or under the influence of problem involving drugs and/or alcohol, the 
taken against any employee found to be in 

available for assistance. However, adverse 
action, and possible criminal prcsecution 
involving law enforcement agencies, may be 

Refer to Board Policy Memo 89-07 for 
additional guidance on this matter. 

P. NOTES 

c 
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Access 

Ccmputer Program or 
Software 

Computer System 

.Confidential lnformation 

Cus;odians of Information. 

=lata 

E-,Zil&l (Elec:ronic Mail) 

-uIl Eackup 
mproper D~sclcsure of 
Information 

. ,  

ncremen:al Backup 

niormation Security Breach 

nforma;icn Secmty Violation 

nternet 
.oca1 Drlve 

GLOSSARY 

To gam entry to, instruct. or cmnun ica te  with the loglcal, anthmeIicsl, 
or memory func!ion resources cf a computer, camputer system, or 
camputer network. 
A set of insimdions or statements, and related data. that when 
executed in actual or modified fcrm, cause a computer, computer 
system, or computer network to pehorm specified func:icns. 
A device or collection of devices, including suppor; devlces and 
exc!uding calculators which are not programmable and capable of being 
used in conjunc:ion with external files, one or more of which cantain 
computer programs, electronic instruc:ions, input data, and autput data. 
that periorms func:ions including, but not limited to, logic, arithmetic, 
data storage and retrieval. communication, and cantrol. 
Information tha t  is exempt from cisc!osure under the Callfomia Fubl~c 
Records Act (Government Code s6250-5265); ir,fcrmation c!assified as 
personal by the California Informstion Practices Ac! of 1977; information 
that is exempr from discfosure by other applicable State or Federal 
laws; and information limited from disclosure by cor,tractual oblicatlon, 
such as prcorietary computer soitware. 
Carerakws o i  an automated file or database. Cusiodians are normally 
orgmizational units, such as the Information Systems Section. or 
separate egencies, such as the Health and We!fare Dzta Center. 
Custodians usually provide technical fzciiities and suppor; services io _ .  
owners 2nd users of information. 
A represe~tation of information, knowledge, facts, concepts, compurer 
so&are, canputer programs or ins;ruc:ions. Data n a y  be ir, any i o n ,  
in storage media, o r  as stored in the memow of the computer or in 
transit or pressnted on a display device. 
A me2ns of sending messaoes between mmputers uslng a ccmputer 
network or over a moderr, connec:ed to a telephone line. 
A backup of dec:ronic data contaming selected files. 
The disclosure by 60ard employees of information ~ C C ~ S S &  thrcuch 
the @card that ,might have adverse personal implications with res?ec: to 
~deniifiable individuals, either Board srnplcyeos or pzrticipants ir, a 
Board progrzn. 
4 backup o i  e!ec:;onic data coctzining si1 se!ec:ed files modified or 
added since the last f u l l  backup. 
ncluding, but not limited to, any of the fcllowing ac;s: the unauthorized 
~ s e  of equipment, the improper disclosure of information, the 
Jnauthoriied disclosure of software, the unauthon;ed modiiicrtion Of 

nfornation or scfhvare, the loss of information or sofhvare, the 
Jnauthorized use'of information, andlor the unauthorized us2 of 
; oha re .  
The inaivldual respcnsible for overseeins the Scaro's polic:es ana 
xocedures desisned 30 protect the Board's information assets. 
3xz r i t y  and risk management ar2 the ISO's top priorities. The Eczrfs 
SO is MARK L4MB, (916) 445-2580, 
?ny  ac: that is nct in campliance with es;aDlished laws, re~uianons.  
mlicies, or prccedures. 
4 medium thrcucjh which iniormaticn or s!ec:ronlc n a i l  m t y  travel. 
The internal harG disk of a persor,ai czrnouter 

I 0121 

, 

c 
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1 LOSS of tnfor,matjon or I The unauthonzed destruc:jon or remcval of a Bcarc data file, sysiem J 

Software 
O w n e n  of Infornation 

- 

software, or application software by a Board emoloyee. 
The organtzational unit I'laving responsibility for making c!assificaticn 
and cmtrol decisions regarding an automated fiie or database. 
Generally the, program management that employs the data processed 
by an autorhated sys:em.is responsible for identifying user access 
requirements and is most affected if the information is lcsi. 

1 compromised. delayed, or disdcsed. I 
Fersonal Computer. Any deskrop or portable computer owned and maintained by the Boarc. 

including but not limited to all IBM and IBM compatible deskiop and 
laptop mmputers and ail Apple Macintosh computers. 

sensitive information. 
' Public Information Anything not classified as confidential. Public iniormation may also be 

' unauthorrzed or accidectal modiiicttion or destruc:ion. Maintenance cf 
Sensitive Information Iniormaiion that requires special precautions to prorec: it irom 

or assurances as to its acczrac;, and cmyle ieness is i - information may be cmfidentiai cr public 

I System Admintstrator J Siate 5oard o i  Control's Information Systems Section Manager. 
tinauthorizecl Disclosure of 

another perszn or organiz.ztion. Software 
The giving or seiling of a program deve!oped at Board expense to 

Unauthorlied Modification of The accioental or maliciocs alteration of the recards in a iile, systems I 
information or SoiSivare sofWzre, or applications sofhare by a Board cr Agency en?ployee. j 

1 Unauthorized Use of I Tine us? of Ecarc hardw'sre by Bcard employees to process rniorma:icn 1 
1 Equipment 1 without the knowledge of management. 
.Unauthorized Us2 of The unr;uthorizec selling or otherwise giving of inforna;ion accessible 

Unaurhorizzd Use o i  Sofhvare j The unauthorized use of soitware by a b a r d  employee io process I 
Information through'the Board to other persons or organizations. 

I data. I '  
User of lniormaticn An ernoioyee h a n g  specific, limited authority from the infcrmation i 

Wcrld Wld? Web (VvW, or A pan of the Internet which provices a way for organizations or 
1 Owner to view, change, add to, disseminate, or de!e!e such information. 

the WES) 

The ~ncividual assigned by the lnformttion Sys:ems Section Supewscr Workgroup Ccmpui~ng 

individuals io puolish information which is then available to a world-wide 

Coordinator to admnis:er the Board's Workgroup Computing Folicy. Coniac: Paul 

audience. I 

Davis, at (016) Ld5 -5 -47  for additional icformztion. 1 


